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Playing Online Games Securely on P2P Networks
Yusuke Nishimura
Abstract

When we play online games, one natural implementation is to use servers,
which may easily control execution of games. However, the server itself may
cheat, and in that case, it is impossible to prevent cheats by the server if our
implementation completely relies on servers. This is the main motivation of
research in this paper. We consider possibility of playing online games without
servers, namely, using peer-to-peer (P2P) networks.

There have been a few work on secure P2P protocols which are customized
for special games, such as poker and Gunjin-Shogi. Nevertheless, there seems
to be no research on considering possibility of playing general online games on
P2P networks.

In this thesis, we consider a problem of playing online games securely on
P2P networks. We first formalize games using sequential machines. We regard
game information as states, actions of each player as inputs, and information
which each player can see as outputs. We also simulate existing popular games
in our model to show that our model is sufficiently general, and classify those
games by the degree of secretness of information and necessity of randomness.

We then consider problems of implementing online games on P2P networks.
We show that the following four types of computation is essential: (i) putting a
secret input into a sequential machine, (ii) generating a random bit that cannot
be seen from players, (iii) computing a next state without knowing the current
state and other player’s inputs, and (iv) computing outputs without knowing
the current state. We show that a slight modification of multi-party protocol
resolves above problems. We finally discuss possibility of preventing cheats, and
give some conditions that the game must satisfy to be played securely on P2P

networks.
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